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P'olicy 

. nfornaton l'oliey: he mlon o le lelnes what nit tn,t 

wthn the np.am/aton anl hon th.il non.ito otuld De ulee ted 'al eNerl 

an be n the ton l paper onds on elec iles It has heeu tken th nt 

.Aet ork (internet and intranet) poliey: Tie Comunelon& nform.a11 Se es 

IntemeI mntenance Conmiteel is iesponsilble tor llie ongDIng mntenane 

uppoit ol the Netork. ehniv of le al applhualons Poblems thin t 
ninerst s netMOrk should be rented to lnteinet m.1ntenance com ee 

Any computer tlC ServT) thal ill he cDNetel to tle INIVCly nelweith 

hould have an lP addies assgned by the lnleuet nanlenance comillee Follow in 

Asstealie apprOIch, the Ange of IP aldiesss that will be allocated to cah buldn 

Is decdcd. Su. any compuler conected o tlhe netWork Irom that buildng will he 

allocaled IP addess only lom tha Addiess pool 

Further, cach netwoik utn the toon Ion wtiere that cputer will he 

connected will have bindun nlenally willi thal IP addiess so tiat no othei person Ues 
1hat IPaddress uniulhon/ed lom iny ther lcatiol. As and when a ew cOnpuler 
nstalled m any location. lhe concened ier cani lownlail tlhe :plcauon torm 

valahle 1or the purpose «»l IP uklress allNaton anndd il it up and get the P ddress 
rom the Conputer Centre 

An lP addiess allouated tor A Parliculr compuler syslen shoulil not be uscd on 

any other computer even if that other onputer helongs to the same indiv dual and will 
be connected to thhe same ort addresses ale en to the compulers hui nnt to the 

ports. IP address lor each cmpuler should he obt.aned sep.arately by illny up 

requiIon tom meant lor liis putoe 

3. TT 1lardware Poliy: The ctwok uer OIUmUnnty necds io olieTe Cilam 

precautoDs while gelun their nnputen o1 enpher.als mstalled su th.ar he she i 

Ce mninuin inconeICne due 1o nteuptio1 ol ser Is due to IiadW .1e lure' 
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Anndi du.al n woe oom the omputer s installed and is prim.irily uscd hy 

hm her osidered to be pma INC 11I Computer has nultiple User : 

whoale ondeied he pa T th depantnen ead should imakc 

nangcenl and make il peromIesonible for nplince 

Shitung Computer iom One Tnaton 1 motc. Computer vtcm m he 

ioved Ion one xato) lo other with pnor wiilen intination 1 the Concerned 

dep.artnet, Indivdual users sloud petomegular backups of ther v ial data Vius 
Inlecuons olten destroy d.it.a on an ndividu.al coDipuler Maintenance ot C inpulCr 

Systems will he pOvIded by the mtenct manten.e COmntec. 

4. Softw are Installation and Licensing Policy An conmputer purchases made by the 
indiv uual departunents projects should make sure that such conmputer sy stems hase all 

Iicensed soltwiue (operting sy stem. anuIVius otlwarc. and nccCssary applicatioD 

olwarenstalled Our 1T xilcy docs not allow any pirated unaiuthoned ottware 

1nsiallat10n 0n the universily-ow ned computers and he compulers connected to ihe 

university campus netwotk 

5. Use policy for Free and Open source software: The use of freeand open source 

software (-OSS) in govermmient and privale urganiations at around the world is 

growng lreiendously. Accding to an IIM B.angalore eort. the adoption tFOSS 

could make organizations sell-1eliant for IT requnement 

The adoption of FOSS provides innovative alternative solutions to optimize 

cost savings in the deployment ol TT nltastructure in an orgaization The 

Universily promotes the 1>c ol FOSS m aciademme aud administrative act ities 

Open source sollWare ae promoteal for diverse admistrative ctIVIies. he 

University ompuiers have been installed with Linux operating sy stem 1e 

Ubuntu. Mint etc, and ILibreOflie applie ation. 

6. Security: For network secuuty. we have mstalled a CISCO irewall in our 

Detwork. whch manages the pecihe access nghts to the users. The netw ork 

dninisli.tltr cteales and unplements netwok polcies as well as security 

policies for vur netwoik 

Every computer o «ther devce connected o the network ncudng a 

desktop cOmputer has an asMLted ownei tep a laculty or student whu h.as a 

persl computei) oi caietaker (e g st.l enber who has a conpuiet in hi 
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or hei oflIei lor secunty olics. o neis nd careitkers both releT7ed to Is 

Oneis 

Ownets tie iesnons1lble Toi tisun" hil e imacliines cel the relev.int 

sccunty stndands and 1or m.n.agng tic sccunty ol the ecquipinenl and the 

sCNices that tun on it Sonie depanticnls m.y ssign the rCspomsibility ior 

cOmpuier secuTily and niantenance to oui1CT. 

These services include but are not lmited to. email. ERP. SharePoint 

DNS. DHCP. and Domain Registration ExCeptions will be imade by 

network administrators for approved personnel in departments who can 

demonslriile competenee n m:tnaging the atorenenti0ned seVICes. 

7. Writing-ofl IT equipment: These guidelines will be applicable w all the IT 

cquipment installed at the University. and include laptops. personal 

computers (PCs). printers. UPS. servers, projectors, microphones. spealeeIs. 

external drives, storage devices, data communication cquipment (A 
switches routers data cables}. ce 

Grounds for writing-off: 

The TT cquipment can be wiitten-ofl an the lollowing grounds 

The cquipnent vutlived ts preseribed life and was cenilied by he 

Maintentnce comnmittee as inappropriale lor usage. The prescribed lite tn 

various IT cquipment is as tollows 

a). Laptop. PCs. servers. projectors. prnters, UPS (excluding battery). 
storage devices, inicrophones: 5 years or nll the titness of such de\ICe Is 

Cerlicd hy the system iadmiistralor. whiicheVer is later. 

(b) UPS battery: I year after tie wallity perioi. 

c). Dla Communication Equipment (LAN sWitches outers data 

cables) yes ull the tness o such device I cert1tied by the Sy stem 
Administrator. whichever is late. 

he cquipment which h.ave becOme obsolete auld cannot be upYTaded. 
iand suppon iron vendor does not exIst, ther itness may result lin sccurit 
liieat oI unauthorized aceess to dat.a Beyond ccononical repail When repa 
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cost is too high texceedng 50° ol the iesidual value of cquipment taking 

depieciatiot) into ccount). und the age of the equipment cannot be proionged 

by the repair. the pnce of tlhe new vjuipment I lower than the Tepair cost. such 

cases should be dealt on a case-tu-case basis and should have the concurrence 

of inance caleulation ot residual value 

The equipment dial las been damaged dire to fire or any other 

untorescen reason, and has been certified as beyond repair by the authonnzed 

service agency, and agrecd upon by the System Administrator. 
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